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untangling the web

keeping children safe
1n a wireless world

Dr. Todd Stanfield



Let’s talk about...

1t’s everywhere
varliety of formats

helpful & harmful

practical tips for your family



ralse your hand
as we go



1t’s everywhere
what 1s 1t?



the i1nternet -

1s basically a large network
of smaller networks made up
of connected computers
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world-wide-web
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1s just one aspect of the
internet

the way we use browsers to
connect to web pages
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you got the whole world
in your house









it's a tool




one laptop per child
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ges

you got the whole world
in your house



what gets in (and out)
and what doesn’t?






some easy
first steps h
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talk to your
children

about the h
internet
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develop a
family

internet h
satety plan &,

llllll



be careful
with per‘sonalh

information
(pics & passwords)
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do not meet
someone 1n

person you &

have only met
online
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talk about
access
elsewhere “
like friends &
& library
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give them

permission to
have a safe |
discussion &
with you
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wired wireless



put
your computer

in 3 .
central

location
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browse with
your child h
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Firefox File Edit View History Bookmarks Tools Window Help

Google
*§  hup:/ /www.google.com/

Web Images Maps News Video Gmail more v

kO /g C

Google Search ) I'm Feeling Lucky

Advertising Programs - Business Solutions - About Google

Privacy




browser?




browser?

g Explorer _
| Firefox @

r)) Saftari

Chrome 'S



browser?

@Explor‘er‘

Firefox

Chrome @

G

&) Safarl



. ,(5; Firefox
* open source

more satety options
faster
more stable

free at mozilla.com



® Firefox File Edit View History Bookmarks Tools Window Help

[ /www.google.com/

Web Images Maps News Video Gmail more v

address or url

dvanced Search

, — . references
" Google Search )/ I'm Feeling Lucky ' ghnquage Tools

Advertising Programs - Business Solutions - About Gooqgle

©2009 - Privacy




control
access to
search h

results
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Google

- Advanced Search
Preferences

- Google Search ) I'm Feeling Lucky Lanquage Tools

mardi gras

Advertising Programs - Business Solutions - About Google

©2009 - Privacy




Maps News Video Gmail more v o
Images

Wa¥a i lC _ ————— Advanced Search
C() ) g mardi gras Search | o crorences

Web Images Video News Maps Results 1 - 10 of about 14,700,000 for mardi gras [definition]. (0.08 seconds)

Mardi Gras — Date: February 24, 2009 is Mardi Gras

According to http://www.mardigrasday.com/

Mardi Gras 2009 Celebration, Parade, Pictures & Party MardiGras.com
Mardi Gras in New Orleans: Get news, videos, photos & schedules of Mardi Gras parade and
more at MardiGras.com.

Photos & Video - Parades & Schedules - About Mardi Gras

www.mardigras.com/ - 50K - -

Mardi Gras - Wikipedia, the free encyclopedia

From the French term "Mardi Gras" (literally "Fat Tuesday"), has come to mean the whole
period of activity related to those events, beyond just the single ...
en.wikipedia.org/wiki/Mardi_Gras - 74K - -




Web Images

C] () ' : Search Images Search the Web

Images Showing: +| Anycontent + | mm All colors v Results 1 - 20 of about 2,970,000 (0.04 seconds)

November 2008 Mardi Gras ... a Mardi Gras ... Mardi Gras Mayhem Beehive: Mardi Gras Carnival
Calendar ... 388 x 419 - 51k - jpg 400 x 428 - 45k - jog do ...
520 x 375 - 52K - jpg www.burnhamwood.org ntoxicologist. wordpress.con 500 x 500 - 12
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7K - jpg

mardi-gras Mardi Gras History . : Gas.
360 x 360 - 224k - jpg 512 x 356 - 93k - jpg 365 x 498 - 58k - jpg 300 x 380 - 48k - jpg
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Gooagle's SafeSearch blocks web pages containing explicit sexual content from appearing in
search results.

SafeSearch Filtering

B se strict filtering (Filter both explicit text and explicit images)
Bse moderate filtering (Filter explicit images only - default behavior)
Do not filter my search results.

Strict
Moderate
No Filter



The page at http://images.google.com says: "
viglndrmese

Your preferences have been saved

Google's SafeSearch blocks web pages containing explicit sexual content from appea

search results.
fo) . - \
> Use strict filtering (Filter both explicit text and explicit images)
Use moderate filtering (Filter explicit images only - default behavior)

Do not filter my search results

Google's default (10 results) provides the fastest resuits.

Sl
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Lisplay 10 1§ | results per page

Open search results in a new browser window.

) .
.~ Provide query suggestions in the search box.

Do not provide query suggestions in the search box

unt to use Subscribed Links. Sign in to your Google Account to get started, or create one if you don't

inished and return to search Save Preferences




Web Images Ma; News Video Gmail more v
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C SafeSearch is off

Images Showing: All i Any content +| Bs All colors v Results 1 - 20 of about 2,970,000 (0.04 seconds)

November 2008 Mardi Gras ... a Mardi Gras ... Mardi Gras Mayhem Beehive: Mardi Gras Carnival
Calendar ... 388 x 419 - 51k - jpg 400 x 428 - 45k - jpg do ...
520 x 375 - 52k - jpg www.burnhamwood.org toxicologist.wordpress.com 500 x 500 - 127k
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360 x 360 - 224k - jpg 512 x 356 - 93k - jpg
unioncityliprary.worapress.com gaviaxirspatrnics.worgapress.com WWW.D& SIt o0 WWW.C

300 x 390 - 48k - jpg




Web Images ews Video Gmail more v
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: ;'S k . Search Images Search the Web
- Moderate SafeSearch is on

Images Showing: All image sizes ny content +! 2= All colors v Results 1 - 20 of about 2,780,000 (0.09 seconds)

November 2008 Mardi Gras ... a Mardi Gras ... Mardi Gras Mayhem mardi-gras Mardi Gras History
Calendar .. 388 x419 - 51k - jpc¢ 400 x 428 - 454 - jpg 360 x 360 - 224k -]DQ
520 x 375 - 52< - 1pq www.burnhamwood.org ntoxicologist wordoress.com ioncitylibrary.wi
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setup
operating

system .
parental ,

controls
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logs

websites

programs h

time limits
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browser

emall

im b{

torrent apps
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Q,\ /,vl A » Control Panel » All Control Panel Items » Parental Controls » User Contrels v v,’ | Search Control Pane! M

Set up how Child will use the computer
1, Web filtering and activity reperting are net available on this computer. Te enable web filtering and
activity reporting, you must install additicnal centrols.

Parental Centrols: Current Settings:
@ On, enforce current settings

Off

Child
Standard user
Password protected

Windows Settings

2 Tirvia ek .

\.) g A S Time Limits: E
- Contrel when Child uses the computer
. ) Game Ratings: Off
> JaMes
# Control games by rating, content, or title Precgram Limits: Off

~, - > $1 C S

k) Allow and block any pregrams cn your computer

microsoft windows
parental controls

e . 0« @ =GR .




View Window Help U4 & A Figs7TAM Q

®on Parental Controls
O

)

~ System  Content  Mail & iChat Time Limits  Logs
e e f
1 Hide profanity in Dictionary
Limits access to certain words in I I I a
the Mac OS X dictionary. C
Website Restrictions

Restricts website access to sites with
appropriate content or to a list of websites.

() Allow unrestricted access to websites

() Try to limit access to adult websites automatically

controls

() Allow access to only these websites

¢4 Discovery Kids

¢4 P8BS Kids

4 HowStuffWorks

4 National Geographic - Kids
¢4 Yahoo! Kids

¢4 Disney

¢4 Scholastic.com

¢4 Smithsonian Institution

¢4 Time for Kids

Q'

n
L‘ Click the lock to prevent further changes.




check browser
history

1f there 1s anyh
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Name Tags Location
Dr. Stanfield’'s Website / FrontPage http://stanfield.pbwiki.com
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ser history - Coogle Image Search p://images.google.com/images?
ie browser history - Coogle Search D/ /www.google.com/search?q=i...
browserHistory_|g.jpg (JPEC Image, 1270x450 pixels) - Scaled (95%) tp:/ /www.ejmdigital.com/images
Coogle Image Result for http:/ /www.ejmdigital.com/images/prod/browserHistory_|lg.jpg nttp://images.google.com/imgres?i...
browser history - Google Image Search nttp://images.google.com/images?...
browser history - Google Image Search nttp://images.google.com/images?
browser history - Google Image Search 1ttp://images.google.com/images?
browser history - Google Image Search 1ttp://images.google.com/images?
Maininterface.jpg (JPEC Image, 694x511 pixels) tp:/ /www.elongsoft.com/images/...
Coogle Image Result for http:/ /www.elongsoft.com/images/viewhistory/Maininterface.jpg nttp://images.google.com/imgres?i...
46054 .qif (JPEC Image, 710x594 pixels) - Scaled (98%) nttp:/ /www.sharewareplaza.com/i...
Coogle Image Result for http:/ /www.sharewareplaza.com/fimages/screenshot/46054 gif nttp://images.google.com/imgres?i...
internet explorer history - Gooegle Image Search 1ttp://images.google.com/images?
check browser history - Google Image Search http://images.qoogle.com/images?
ur p://www.google.comfurl?sa
McAfee Security Insights Blog » Checking your kids browser h nttp://siblog.mcafee.com/?p=32
check browser history C-ocgle Search nttp:/ /www.google.com/search?q=...
g (JPEC Image, 1440x500 pixels) - Scaled (67%) http://cdn-write.demandstudios.co...
e l-r:.g-: Result for http://cdn-write.demandstudios.com/fupload//8000/000/50/5/68055.jpg p://images.google.com/imgres?i...
ParentalControls_Program_Control.jpg (JPEC Image, 1280x800 pixels) - Scaled (76%) tp:/ /www.gwdy.com/pgp/Parenta
Coogle Image Result for http:/ /www.gwéy.com/pgp/ParentalControls_Program_Control.jpg tp://images.google.com/imgres?i...
parental controls mac - Ceoogle Image Search hetp:// images?
parental controls mac - Google Image Search http:// mages.google.co-ﬁj mages?...




Name

-

1dQs

I' All Bookmarks




Delete Browsing History

Temporary Internet Files

Copies of webpages, images, and media that

Delete files. ..

are saved for Faster viewing.

Cookies

Files stored on your computer by websites to

Delete cookies...

Are you sure you want to delete your

history of visited websites?

Yes

forms.

Passwords

Passwords that are automatically filled in when

Delete passwords...

vou log on to a website you've previously
visited.

About deleting browsing history Delete all...




browsers
fOr kids
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browsers for kids

KidZui, The Internet for Kids.

Over a million games, websites &
videos reviewed by parents like you.

Get KidZui 4.0 B




setup spam
filtering on your
emall program




use a webmail
service that has

good spam _
filtering
Cmal
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consider a
filtered ISP bl
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consider a

logging
or filtering
service
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some are free
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Internetsaiety/com;

“] highly recommend Safe Eys; for
every home in America. it's what
the Ramseys use.”

- Dave Ramsey

* Block objectionable content
* Monitor social networking
* Block YouTube content

Click the icons below to learn more.




instant alerts
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cell phones

Untitied
; ) / (OQ hitp:warw.playbay.com

Keep it safe on-the-go with powerful Internet filtering for the iPhone or iPod touch! Safe Eyes
Mobile allows you to decide the type of content that is appropriate for you and your family.
Enjoy your mobile Web without the worry!




socilal
networking
privacy
settings
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social networking

(11 | ™
Cle- ) @ Sgmyspace.com

pictures, videos,
discussion boards,
personal info



video games
online games

addiction

brain chemistry
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cell phones

talk to your provider
consider kid phones
data plans

text plans




other issues
MMmsS

cyber bullying
resources
webkins, club penguin
build-a-bear
urban dictionary




internetsafetypodcast.com

internet pedcast 1internet

on View source History
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Welcome to the Inte L Safety Wiki!
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niine content for your

mechanisms, report ng mechanisms ana par ental

—
‘

To g Jet 5t.1rted, click on one of the topics below, or search for a keyword in the
“search” box at the top of the page.

We want the Internet Safety Wiki to be as helpful, complete, and valuable as

possible. The content you find here is the product of hundreds of individua
olunteers who have contributed their knowledge and technical savvy to help n
: fi

, one article at a time.




Growing Up Online

o PBS HOME

’ - PROGRAMS A-Z TV SCHEDULES SUPPORT PBS SHOP PBS

"l |l||‘

ATCH THE FULL PROGRAM ONLINE

|
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0 Introduction

Just how radlcal
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commonsensemedia.org

commeom sense

media

Movies Games Websites TV @ Books Music

Show Reviews for: All Ages 2-4 5-8 9-11 12-14 15-17

New Releases We Recommend Parents Recommend Kids Recommend

Recommended Web site Lists




netsmartz.org

Parents & © Educators © Law
Guardians Enforcement

My Family's Internet Safety Checklist

v NetSmartz Safety Pledge signed
Filtering software installed

Chat acronyms memorized

9 Parental controls set on
® video game




what have you done?

other challenges?





http://stanfield.pbwiki.com/safe
http://stanfield.pbwiki.com/safe

stanfield.pbwiki.com/safe



http://stanfield.pbwiki.com/safe
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